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Umela inteligencia

 1946: ENIAC, 1951: UNIVAC

 Umela inteligencia:
 Turingov test 1949 (prekonany 2012: Goostman)
 definovanie pojmu 1956 (John McCarthy)
e strojové ucenie 1959 (regresia, klasifikacia, zhlukovanie, asociacia)

 1965: prvy chatbot (ELIZA)

 1965: fuzzy logika (nie len 0 a 1)

e 1970: prvy osobny pocitac

 1980: expertné systémy (znalostné systémy: baza znalosti, baza dat, inferencny mechanizmus)
e 1997: Deep Blue

e 2011 -2014: Siri, Cortana, Google Now

 2016: AlphaGo

e 2022: GPT3.5



Deep Fake

 2009: DNN

e 2014: GAN (Generativnhe adverzné siete)
* filmy (Indiana Jones, omladenie hercov, modeling, ...)

e 2017: definovanie pojmu
 aplikacie: filtre, vymena tvari

e 2021: Dall-E (Open - Al)

 05/2024:GPT 4o

e 12 /2024: Sora (vided)

» (03 /2025: update GPT 40 (obrazy)

 08/2025:GPT5

* (09/2025: Sora 2 (zvuk)




Socialne siete a deep fake

e Dezinformacie

 Spociatku potrebny herci, teraz len prompt




Socialne siete a dezinformacie

* jlustracné fotografie
 podpora konspiracnych teorii

e diskreditacia

https://www.instagram.com/vivat_slovakia/

I

A

https://www.instagram.com/madeinslovakai/



Generovanie obrazku

* \lygeneruj mi obrazok, kde
reptiliani stavaju pyramidy

* Chcel by som sa vidiet na
fotke niekde na plazi v bare

https://chatgpt.com/

https://www.operator4.com/operator-4-0-research-network/members-of-operator-4-0



Generovanie obrazkov bez filtrov

 Grok nepouziva filtre pri
znamych osobnostiach

 ,Generate image of Robert
Fico as thief in grocery
store, realistic style”

https://grok.com/




Generovanie videa

* Video s krajinou, malou
dedinkou a jazerom

 \lygeneruj mivideo na
ktorom uvidim celu planétu
zem a postupne sa budem
priblizovat ku kontinentu
Europa

https://sora.chatgpt.com/explore

https://app.runwayml.com/login

runway




Vymena tvare (Salma Hayek)

https://tools.dreamfaceapp.com/other-tools/face-swap




Generovanie zvuku

(N

° Vyber Z vel kEj kniznice hlasov Hi! What do you feel like creating today?

(%) Al Voice Changer i Al Sound Effects "3) Speech to Text

* Vlastny hlas

* hlasova autentifikacia (banky, operatory) T

YouTube Video Advertising E-Learning Animation

https://finevoice.fineshare.com/

https://www.stvr.sk/televizia/archiv/14356/533256#1834



Utoky

Italian Defence Mlinister AI Voice clone

This vishing example is really interesting as it leverages voice cloning technology.

-

Italian businessman Massimo Moratti got scammed for $1,04 million from an Al-

powered vishing attack.

The attack targeted prominent business figures, from Giorgio Arman to Prada co- 17. jala 2025 15:22

founder, as well as Massimo Moratti. Moratti is the former owner of the Inter Milan

soccer club, a wealthy target.
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Domov

Ministerstvo financii BIJE NA POPLACH: Potvrdili d’alsi

techbyte

Tech Recenzie Veda Elektromobilita Domacnost Gaming

utok na Slovakov, mnohi uz prisli o peniaze

Internetom sa zacal Sirit’ podvod, ktory zneuziva ministra financii SR a znamu moderatorku TV JOJ.
Ide o deepfake video vygenerované Al.

o Zdielat § ¥ & &  2min

Europe India Middle East United Kingdom

The pretext for the attack was one we already saw in France years ago. The attacker S %

impersonated the [talian defence Minister.

Finance worker pays out $25 million after video

He pretended to need urgent external funding for the release of kidnapped Italian ca" With deepfake nchief ﬁnanCial ofﬁcer!

Journalists in the Middle East.

@ By Heather Chen and Kathleen Magramo, CNN

The twist here is that they used voice cloning technology to reinforce their pretext © 2minread - Published 2:31 AM EST, Sun February 4, 2024

and trick their targets. il X =®

Socialnymi sietami koluju faloSné videa s Pellegrinim.
Prezidentska kancelaria hovori o podvode, chce zakrocit

B TASR t3 ta3

Na internete sa objavili podozrivé videa, na ktorych vystupuje prezident. Ide o takzvané
deepfake videa vytvorené umelou inteligenciou.

Foto: TASR/Kancelaria prezidenta SR

\/ishing Energy Firms and next-gen CEO fraud
In 2019, a UK-based energy firm was scammed out of $243,000 with a vishing attack.

The target was a UK executive. The attackers seem to have used an Al software to

produce a clone of the boss of the German parent company’s voice. With this

borrowed authority, they asked for a transfer of $243,000 to a Hungarian supplier.

The money was supposed to be refunded very quickly but of course, the funds were

laundered through different banks in different countries and never to be seen again.

A similar attack, targeting an unnamed bank, yielded a $35 million loss. Attackers
used Al voice cloning to impersonate a company director, convincing a bank

manager to transfer $35 million during a fake acquisition process.

This is the next generation of the CEO fraud: small technical improvements that

increase the yield of tried and tested scam.




/neuzivanie multimodalnych LLM

* profily na socidlnych sietach (zarobkova cinnost, diskreditacia, menenie verejnej mienky)
 odpovedanie na inzeraty a tahanie osobnych informacii

* fishing, vishing, poisoning, ...

 detekcia generovaného obsahu

* regulacia obsahu (Eurépska komisia, socialne siete)

/neuzivanie rozpoznavania tvare a hlasu

* meta smart glasses — kamera rozpozna tvar a cez mikrofon podava informacie
* rozpoznavanie tvare (zamky, mobilné telefony, hlbka)

 hlasova autentifikacia



Odkazy k webovym strankam a aplikaciam

* https://www.youtube.com/shorts/bVfDa In2cQ

* https://www.youtube.com/watch?v=0xXpB9pSETo

* https://www.instagram.com/vivat slovakia/

o https://www.instagram.com/madeinslovakai/

* https://chatgpt.com/

* https://grok.com/

* https://sora.chatgpt.com/explore

* https://app.runwayml.com/login

* https://tools.dreamfaceapp.com/other-tools/face-swap

* https://finevoice.fineshare.com/



Zaver

 Generativna Ul je velky pomocnik, ale aj nebezpecny
 Deep Fake: zvuk, obrazky, videa (od generativnych sieti po prompty)
 Zneuzivanie LLM a rozpoznavanie obrazov

e Sirenie informdcii (média, $koly, ...)

Generative Al




Dakujem za pozornost
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